HIPAA

NOTICE

Clinic Policies and Procedures

For Protecting the Privacy of Patient Health Information

Patient Privacy Procedures and Policies

CONSENT
A consent form will be given to each patient before any treatment is initiated and this consent form must be read, signed and returned by the patient to this chiropractic office and placed in that patients’ file before any treatment, payment, or health care operations.
Background
The Privacy Rule establishes a federal requirement that most doctors, hospitals, or other health care providers obtain a patient's written consent before using or disclosing the patient's personal health information to carry out treatment, payment, or health care operations (TPO). Today, many health care providers, for professional or ethical reasons, routinely obtain a patient's consent for disclosure of information to insurance companies or for other purposes. The Privacy Rule builds on these practices by establishing a uniform standard for certain health care providers to obtain their patients' consent for uses and disclosures of health information about the patient to carry out TPO.

General Provisions
· Patient consent is required before a covered health care provider that has a direct treatment relationship with the patient may use or disclose protected health information (PHI) for purposes of TPO. Exceptions to this standard are shown in the next bullet. 

· Uses and disclosures for TPO may be permitted without prior consent in an emergency, when a provider is required by law to treat the individual, or when there are substantial communication barriers. 

· Health care providers that have indirect treatment relationships with patients (such as laboratories that only interact with physicians and not patients), health plans, and health care clearinghouses may use and disclose PHI for purposes of TPO without obtaining a patient's consent. The rule permits such entities to obtain consent, if they choose. 

· If a patient refuses to consent to the use or disclosure of their PHI to carry out TPO, the health care provider may refuse to treat the patient. 

· A patient's written consent need only be obtained by a provider one time. 

· The consent document may be brief and may be written in general terms. It must be written in plain language, inform the individual that information may be used and disclosed for TPO, state the patient's rights to review the provider's privacy notice, to request restrictions and to revoke consent, and be dated and signed by the individual (or his or her representative). 

Individual Rights
· An individual may revoke consent in writing, except to the extent that our chiropractic office has taken action in reliance on the consent. 

· An individual may request restrictions on uses or disclosures of health information for TPO. Our office is not required to agree to the restriction requested, but is bound by any restriction to which it agrees. 

· An individual will have access to a notice of our office privacy practices and may review (but is not required to review) that notice prior to signing a consent. 

Administrative Issues
· Our chiropractic office must retain the signed consent for 6 years from the date it was last in effect. The Privacy Rule does not dictate the form in which these consents are to be retained by our office. 

· Certain integrated covered entities may obtain one joint consent for multiple entities. 

· If our office obtains consent and also receives an authorization to disclose PHI for TPO, we may disclose information only in accordance with the more restrictive document, unless the covered entity resolves the conflict with the individual. 

· Transition provisions allow our office to rely on consents received prior to April 14, 2003 (the compliance date of the Privacy Rule for most covered entities), for uses and disclosures of health information obtained prior to that date. 

Q: Will the consent requirement restrict the ability of providers to consult with other providers about a patient's condition?
A: No. A chiropractor with a direct treatment relationship with a patient would have to have initially obtained consent to use that patient's health information for treatment purposes. Consulting with another health care provider about the patient's case falls within the definition of "treatment" and, therefore, is permissible. If the provider being consulted does not otherwise have a direct treatment relationship with the patient, that provider does not need to obtain the patient's consent to engage in the consultation.

Q: What is the interaction between "consent" and "notice"?
A: The consent and the notice of privacy practices are two distinct documents. A consent document is brief (may be less than one page). It must refer to the notice and must inform the individual that he has the opportunity to review the notice prior to signing the consent. The Privacy Rule does not require that the individual read the notice or that our chiropractic office explains each item in the notice before the individual provides consent. We expect that some patients will simply sign the consent while others will read the notice carefully and discuss some of the practices with our office.

Q: May consent for use or disclosure of PHI be provided electronically?
A: Yes. The covered entity may choose to obtain and store consents in paper or electronic form, provided that the consent meets all of the requirements under the Privacy Rule, including that it be signed by the individual. Paper is not required.

Q: Must someone from our office verify a signature on a consent form if the individual is not present when he signs it?
A: No.

Q: May consent be obtained by a chiropractor only one time even though there is a connected course of treatment involving multiple visits?
A: Yes. A chiropractor needs to obtain consent from a patient for use or disclosure of PHI only one time. This is true regardless of whether there is a connected course of treatment or treatment for unrelated conditions. A chiropractor will need to obtain a new consent from a patient only if the patient has revoked the consent between treatments.

Q: If an individual consents to the use or disclosure of PHI for TPO purposes, begins chiropractic care and then revokes consent before the chiropractor bills for such service, is the provider precluded from billing for such service?
A: No. A health care provider that provides a health care service to an individual after obtaining consent from the individual may bill for such service even if the individual immediately revokes consent after the service has been provided. The Privacy Rule requires that an individual be permitted to revoke consent, but provides that the revocation is not effective to the extent that the health care provider has acted in reliance on the consent. Where the provider has obtained consent and provided a health care service pursuant to that consent with the expectation that he or she could bill for the service, the health care provider has acted in reliance on the consent. The revocation would not interfere with the billing or reimbursement for that care.

Q: Must a revocation of consent be in writing?
A: Yes.

Q: Are health plans and health care clearinghouses required by the Privacy Rule to have some form of express legal permission to use and disclose health information obtained prior to the compliance date for TPO purposes?
A: No. Health plans and health care clearinghouses are not required to have express legal permission from individuals to use or disclose health information obtained prior to the compliance date for their own TPO purposes.

MINIMUM NECESSARY
General Requirement
The Privacy Rule generally requires our chiropractic office to take reasonable steps to limit the use or disclosure of, and requests for protected health information (PHI) to the minimum necessary to accomplish the intended purpose. 

The minimum necessary provisions do not apply to the following:

· Disclosures to or requests by a health care provider for treatment purposes. 

· Disclosures to the individual who is the subject of the information. 

· Uses or disclosures made pursuant to an authorization requested by the individual. 

· Uses or disclosures required for compliance with the standardized Health Insurance Portability and Accountability Act (HIPAA) transactions. 

· Disclosures to the Department of Health and Human Services (HHS) when disclosure of information is required under the rule for enforcement purposes. 

· Uses or disclosures that are required by other law. 

The implementation specifications for this provision require a chiropractor to develop and implement policies and procedures appropriate for its own organization, reflecting the entity's business practices and workforce. 

Uses and Disclosures of, and Requests for PHI
For uses of PHI, the policies and procedures must identify the persons or classes of persons within the chiropractic office who need access to the information to carry out their job duties, the categories or types of PHI needed, and conditions appropriate to such access. For routine or recurring requests and disclosures, the policies and procedures may be standard protocols and must limit PHI disclosed or requested to that which is the minimum necessary for that particular type of disclosure or request. Individual review of each disclosure or request is not required.

For non-routine disclosures, chiropractors must develop reasonable criteria for determining, and limiting disclosure to, only the minimum amount of PHI necessary to accomplish the purpose of a non-routine disclosure. Non-routine disclosures must be reviewed on an individual basis in accordance with these criteria. When making non-routine requests for PHI, the chiropractor must review each request so as to ask for only that information reasonably necessary for the purpose of the request.

Identification of Persons with

Authorization of Access to Patient Health Information

Those individuals or parties that could have access to Patient Health Information at Kasperbauer Chiropractic include but may not be limited to:

The staff of Kasperbauer Chiropractic.  This includes:

1. Dr. Kasperbauer
2. Tracy
3. Betty
4. Hollie
Necessary health care providers or vendors who may need to be consulted if related to the patient’s condition.  This includes:

1. NDC Health Billing Services
The minimum categories and or types of Patient Health Information necessary for access by these individuals or parties include but are not limited to:

	Kasperbauer Chiropractic

	Confidential Information

	
	Patient
	Guarantor

	First Name  ------->
	
	

	Last Name
	
	

	Middle
	
	

	Address
	
	

	City
	
	

	State
	
	

	Zip
	
	

	Home Phone
	
	

	Work Phone
	
	

	E-mail Address
	
	

	Social Security #
	
	

	Referral
	
	

	Sex
	M F
	

	Marital Status
	M S W D
	

	Birth Date/Age
	
	
	

	Employer
	
	

	Occupation
	
	

	Address
	
	

	City
	
	

	State
	
	

	Zip
	
	

	Spouse’s Name
	
	

	Spouse’s Occupation
	
	

	Nearest Relative
	
	

	Relative’s Phone
	
	

	ARE YOU INSURED FOR CHIROPRACTIC CARE?  

	
	Primary
	Secondary
	Tertiary

	Company
	
	
	

	Address
	
	
	

	City
	
	
	

	State
	
	
	

	Zip
	
	
	

	Policy Number
	
	
	

	Policy Holder
	
	
	

	Relationship
	
	
	

	I understand and agree that health and accident insurance policies are an arrangement between an insurance carrier and myself.  Furthermore, I understand that Roger J. Kasperbauer DC will prepare any necessary reports and forms to assist me in making collection from the insurance company and that any amount authorized to be paid directly to Roger J. Kasperbauer DC will be credited to my account on receipt.  However, I clearly understand and agree that all services rendered me are charged directly to me that I am personally responsible for payment.  I also understand that if I suspend or terminate my care and treatment, any fees for professional services rendered me will be immediately due and payable.

	Patient’s Signature
	
	Date
	

	Guardian Authorizing Care
	
	Date
	

	Information Taken By
	
	Date
	


	TERMS OF ACCEPTANCE

     When a patient seeks chiropractic health care and we accept a patient for such care, it is essential for both to be working towards the same objective.

     Chiropractic has only one goal. It is important that each patient understand both the objective and the method that will be used to attain it.  This will prevent any confusion or disappointment.

     Adjustment: An adjustment is the specific application of forces to facilitate the body’s correction of vertebral subluxation.  Our chiropractic method of correction is by specific adjustments of the spine.

     Health: A state of optimal physical, mental and social well being, not merely the absence of infirmity.

     Vertebral Subluxation: A misalignment of one or more of the 24 vertebra in the spinal column which causes alteration of nerve function and interference to the transmission of mental impulses, resulting in a lessening of the body’s innate ability to express its maximum health potential.

     We do not offer to diagnose or treat any disease or condition other than vertebral subluxation. However, if during the course of a chiropractic spinal examination, we encounter non-chiropractic or unusual findings, we will advise you.  If you desire advice, diagnosis or treatment for those findings, we will recommend that you seek the services of a health care provider who specializes in that area.

     Regardless of what the disease is called, we do not offer to treat it.  Nor do we offer advice regarding treatment prescribed by others.  OUR ONLY PRACTICE OBJECTIVE is to eliminate a major interference to the expression of the body’s innate wisdom.  Our only method is specific adjusting to correct vertebral subluxation.

     I have read and fully understand the above statements.

     All questions regarding the doctor’s objectives pertaining to my care in this office have been answered to my complete satisfaction.

      I therefore accept chiropractic care on this basis.

            (signature)                     (date)   

        I hereby authorize Dr. Roger J. Kasperbauer and whomever he may designate as his assistants to administer care as he so deems necessary to my  son/daughter ,                          .                               

Dated at Des Moines, Iowa,                               , 2003.

                                                         _   

                                       Signed                                         



	Pregnancy Release

This is to certify that to the best of my knowledge I am not pregnant and Dr. Kasperbauer has my permission to perform an X-ray evaluation. I have been advised that x-ray can be hazardous to an unborn child. Date of last menstrual period:            .

            (signature)                     (date)


Kasperbauer Chiropractic
Your insurance company will only pay for services that they determine are medically necessary.  As a patient you must understand that some or all services provided for your care might not be covered by your contract benefits. You as a patient are liable for all charges that your plan does not cover.

I have been notified by my physician that my insurance may not cover all the services provided for my care.  If payment is denied for these services, I agree to be personally and fully responsible for payment.

Signed,

       (Patient/Guardian)
             (Date)

  1239 73rd Street

 Des Moines, IA 50311-1339

Tel: 515-274-4444

Fax: 515-274-2473
Welcome to the Kasperbauer Chiropractic OfficePRIVATE 

It is the intention of the personnel of the Kasperbauer Chiropractic Office to provide for your optimum health as thoroughly and as efficiently as your particular condition will allow.

Your initial visit is spent in consultation with the doctor and staff, including a thorough examination of your spine and adjacent tissues, as well as neurological and muscular evaluation as indicated, and a standard x‑ray study and analysis of your area or areas of concern, if indicated. On your next visit, the doctor will explain his findings, the significance of the various tests and procedures will be explained to you in detail.  Recommendations specifically suited to your health care will be discussed and all of your questions answered.

We ask that a parent accompany a minor child under our care. In this way misunderstandings are avoided.

For our patients that have Chiropractic insurance, we will file your claims for you as long as benefits are assigned to our office.  You are to pay any deductible, co-payment, or any other portion that is determined as ‘your immediate responsibility’ at the time of service. After notification and/or payment are received from the insurance company, you will be billed for whatever difference there might be. You may wish to consult your agent or your insurance policy for allowable benefits.  Payment is due upon receipt of the billing.

We offer a ‘Fee at Time of Service’ option. This is a reduction of fees when the fee is paid at the time of the service and there is no paperwork to be done by this office, such as filing insurance claims or filling out reports. For our patients with no insurance coverage or patients with charges that insurance will not cover, we accept cash or check.

Examination and x‑rays for all Medicare patients are non‑covered benefits. Therefore, the patient must pay for these services. We do participate in the Medicare program, so your liability on covered charges is limited to Medicare's allowable charge.  Please check your policy or check with your agent for allowable benefits.

If you must reschedule an appointment, please give the office 24 hours' notice, as there are other patients who could be scheduled in your place.

A major reason for the fine reputation and rapid growth of our office is the enthusiastic recommendation of our satisfied patients.  We know that you, too, will want to help others regain their lost health by telling them about Chiropractic. CHIROPRACTIC is for the entire FAMILY.

Please discuss with us promptly and frankly any questions you may have regarding your care.  We make every effort to avoid misunderstandings and to preserve your friendship.  

WE EXIST TO SERVE YOU

	PRIVATE 
KASPERBAUER CHIROPRACTIC

	PRIVATE 
ACCIDENTAL INJURY

	PRIVATE 
Date of accident:                    Time:       (am)(pm)      Location:                                                      
Did your car strike the other car?         ( ) Yes   ( )  No

Did the other car strike your car?         ( ) Yes   ( )  No

Were you?             ( ) Driver ( ) Passenger

Were you struck from? ( ) Behind ( ) Front ( ) Right ( ) Left

Were traffic citations issued to your car? ( ) Yes   ( ) No

                         To the other car? ( ) Yes   ( ) No

Were you wearing your seatbelt?            ( ) Yes   ( ) No

What position were you in at the time of impact? 

Head:                                                          

Arms:                                                          

Feet:                                                          

PRIVATE 
List any new symptoms:                                         

List old symptoms that are worse:                              

                                                               List oldPRIVATE 
 symptoms that were not effected by the accident:                                                                     

Did you require post-accident hospitalization? ( ) Yes ( ) No

If yes, what care did you receive?                             

Have you lost any days from work?              ( ) Yes ( ) No

Dates of loss:                                                 Company:                                                       



	PRIVATE 
Do you have an attorney?                       ( ) Yes ( ) No

Name:                                                          

Address:                                                       

Phone:                                                         



	PRIVATE 

Name                                            Date           


	PRIVATE 

1239 73rd St.  Des Moines, Iowa  50311



[image: image1.png]Please mark area(s) of injury or discomfort as shown in the example below. Mark all areas with the appropriate
symbols and indicate the degree of pain using a scale from 1 (discomfort) to 10 (extreme pain).
Description - Numbness Pins & Needles Burning Aching Stabbing

Symbol —»  NNNN PPPP BBBB AAAA SSSS
(O Circle any area of pain not represented by a symbol.

Example





	What is your Primary Complaint?
	

	When did it begin?
	

	Describe where it is?
	

	Where does it travel?
	

	What is the intensity?
	0 1 2 3 4 5 6 7 8 9 10 (severe)

	How often do you have it?
	Constant or    days per week/mo

	How long does an episode last?
	Constant or    minutes/days

	What makes it better or worse?
	

	What have you done to try to help your complaint:

	


	What is your Second Complaint?
	

	When did it begin?
	

	Describe where it is?
	

	Where does it travel?
	

	What is the intensity?
	0 1 2 3 4 5 6 7 8 9 10 (severe)

	How often do you have it?
	Constant or    days per week/mo

	How long does an episode last?
	Constant or    minutes/days

	What makes it better or worse?
	

	What have you done to try to help your complaint:

	


	What is your Third Complaint?
	

	When did it begin?
	

	Describe where it is?
	

	Where does it travel?
	

	What is the intensity?
	0 1 2 3 4 5 6 7 8 9 10 (severe)

	How often do you have it?
	Constant or    days per week/mo

	How long does an episode last?
	Constant or    minutes/days

	What makes it better or worse?
	

	What have you done to try to help your complaint:

	


	History

	List any Chiropractors that you have seen.

	

	List any accidents, falls or traumas that you have had.

	

	What is the quality of your general health?

	

	Do you have any specific illnesses?

	

	What surgeries have you had and when?

	

	What medications are you taking and what is their intended use?

	

	What allergies do you have?

	

	What conditions do your parents suffer from?

	

	What is the cause and age of deaths with parents or siblings?

	

	List the names, ages, and health conditions of your children?

	
	Age:
	

	 
	Age:
	 

	
	Age:
	

	
	Age:
	

	What is your level of education? 
	

	Describe your work environment.
	

	What is your work schedule?
	

	Any recreational activities?
	

	Describe your lifestyle.
	

	Name
	
	Date
	


	PRIVATE 
Exam & X-ray
	
	

	PRIVATE 
Cervical Motion
	Dorsal-Lumbar Motion

	PRIVATE 
  Motion
	N
	Exam
	Pain
	Motion
	N
	Exam
	Pain

	Flexion
	55
	
	
	Flexion
	90
	
	

	Extension
	45
	
	
	Extension
	30
	
	

	L.L. Flex
	45
	
	
	L.L. Flex
	35
	
	

	R.L. Flex
	45
	
	
	R.L. Flex
	35
	
	

	L. Rot.
	85
	
	
	L. Rot.
	30
	
	

	R. Rot.
	85
	
	
	R. Rot.
	30
	
	

	Posture

	
	Dyno
	Weight
	Head
	Ears
	SH
	Hips
	Feet

	Left
	
	
	
	
	
	
	

	Right
	
	
	
	
	
	
	

	PRIVATE 
Positive Instrument Readings
	

	Specific Palpable Fixation
	

	Edema Noted
	

	Muscle Spasm Noted
	

	Scan Below
	Notes
	

	

	PRIVATE 
Diagnosis
	
	
	
	

	CPT Codes
	72010
	99203
	
	

	PRIVATE 
Recommended Schedule of Care:

	Three times per week for:  4  weeks

Two times per week for..:  4  weeks

One time per week for...:  4  weeks

Reevaluate after each interval. 

	PRIVATE 
X-ray Analysis

 
	C1      

C7      

T1      

T6      

T12     

L2      

L5      

Sac     P-

 Ilium  

	Roger J. Kasperbauer DC
	Date
	


	PRIVATE 
KASPERBAUER  CHIROPRACTICPRIVATE 

====================================================

CONSENT TO CARE FOR MINOR
        I hereby authorize Dr. Roger J. Kasperbauer and whomever he may designate as his assistants to administer care as he so deems necessary to my  son/daughter ,                          .                               
Dated at Des Moines, Iowa,                               , 2003.

                                                         _   
                                       Signed                                         

                                                         _
                                       Witness                                        
1239 73RD STREET. DES MOINES, IA 50311. (515)274-4444




	
PATIENT RELEASE OF X-RAYSPRIVATE 

Date:                _
I hereby authorize the release of my x-rays and request

that they be transferred:

      From: / To:                      From: / To:

Roger J. Kasperbauer DC                                 _
1239 73rd Street                                        _
Des Moines, IA. 50311                                   _
                                 _         

       (Print Name of Patient)

                                 _
       (Patient's Signature)

                                 _       
         (Date of Records)




It is the policy of Kasperbauer Chiropractic Clinic that:

· Non-routine disclosures will be reviewed individually by the doctor and the minimum amount of PHI will be given for those circumstances.

· When requesting PHI from other health care providers or vendors, the doctor will determine what is the minimum amount of information necessary and request only those records.

· If other health care providers request PHI from our records, the patient will be informed and a written consent may be requested although not required and obtained from the patient and put on file before releasing the patient records.

Reasonable Reliance
In certain circumstances, the Privacy Rule permits a health care provider to rely on the judgment of the party requesting the disclosure as to the minimum amount of information that is needed. Such reliance must be reasonable under the particular circumstances of the request. This reliance is permitted when the request is made by:

· A public official or agency for a disclosure permitted under § 164.512 of the rule. 

· Another covered entity. 

· A professional who is a workforce member or business associate of the chiropractor holding the information. 

· A researcher with appropriate documentation from an Institutional Review Board (IRB) or Privacy Board. 

The rule does not require such reliance, however, and the chiropractor always retains discretion to make its own minimum necessary determination for disclosures to which the standard applies.

Frequently Asked Questions About The Policies and Procedures of Kasperbauer Chiropractic Concerning the Enforcement of the Minimum Requirements of the Privacy Rule

Q: How does your clinic expect to determine what is the minimum necessary information that can be used, disclosed, or requested for a particular purpose?
A: The Privacy Rule requires a chiropractor to make reasonable efforts to limit use, disclosure of, and requests for PHI to the minimum necessary to accomplish the intended purpose. To allow chiropractors the flexibility to address their unique circumstances, the rule requires chiropractors to make their own assessment of what PHI is reasonably necessary for a particular purpose, given the characteristics of their business and workforce, and to implement policies and procedures accordingly. This is not a strict standard and chiropractors need not limit information uses or disclosures to those that are absolutely needed to serve the purpose. Rather, this is a reasonableness standard that calls for an approach consistent with the best practices and guidelines already used by many providers today to limit the unnecessary sharing of medical information.

The minimum necessary standard is intended to make chiropractors evaluate their practices and enhance protections as needed to prevent unnecessary or inappropriate access to PHI. It is intended to reflect and be consistent with, not override professional judgment and standards. 

Q: Won't the minimum necessary restrictions impede the delivery of quality health care by preventing or hindering necessary exchanges of patient medical information among health care providers involved in treatment?
A: No. Disclosures for treatment purposes (including requests for disclosures) between health care providers are explicitly exempted from the minimum necessary requirements.

The Privacy Rule provides the clinic with substantial discretion as to how to implement the minimum necessary standard, and appropriately and reasonably limit access to the use of identifiable health information within the practice. The rule recognizes that the chiropractor is in the best position to know and determine who in its workforce needs access to personal health information to perform their jobs. Therefore, the chiropractor can develop role-based access policies that allow its health care providers and other employees, as appropriate, access to patient information, including entire medical records, for treatment purposes.

Q: Does the rule strictly prohibit use, disclosure, or requests of an entire medical record? Does the rule prevent use, disclosure, or requests of entire medical records without case-by-case justification?
A: No. The Privacy Rule does not prohibit use, disclosure, or requests of an entire medical record. Our clinic may use, disclose, or request an entire medical record, without a case-by-case justification, if we have documented in our records that the entire medical record is the amount reasonably necessary for certain identified purposes. For uses, our policies and procedures identify those persons or classes of person in the workforce that need to see the entire medical record and the conditions, if any, that are appropriate for such access. Policies and procedures for routine disclosures and requests and the criteria used for non-routine disclosures identify the circumstances under which disclosing or requesting the entire medical record is reasonably necessary for particular purposes. In making non-routine requests, the attending physician may establish and utilize criteria to assist in determining when to request the entire medical record.

The Privacy Rule does not require that a justification be provided with respect to each distinct medical record.

Finally, no justification is needed in those instances where the minimum necessary standard does not apply, such as disclosures to or requests by a health care provider for treatment or disclosures to the individual.

Q: In limiting access, is your office required to completely restructure existing workflow systems, including redesigns of office space and upgrades of computer systems, in order to comply with the minimum necessary requirements?
A: No. The basic standard for minimum necessary uses requires that chiropractor make reasonable efforts to limit access to PHI to those in the workforce that need access based on their roles in the covered entity.

The Department of Health and Human Services generally does not consider facility redesigns as necessary to meet the reasonableness standard for minimum necessary uses. However, our chiropractic clinic has volunteered to make certain adjustments to our facility to minimize access, such as isolating and locking file cabinets or records rooms, and providing additional security, such as passwords, on computers maintaining personal information and keeping those computers from outside public access.

Q: Do the minimum necessary requirements prohibit covered entities from maintaining patient medical charts in the treatment room or require that X-ray light boards be isolated?
A: No. The minimum necessary standards do not require that chiropractors take any of these specific measures. Chiropractors must, in accordance with other provisions of the Privacy Rule, take reasonable precautions to prevent inadvertent or unnecessary disclosures. For example, while the Privacy Rule does not require that X-ray boards be totally isolated from all other functions, it does require the chiropractor to take reasonable precautions to protect X-rays from being accessible to the public.  The patients’ x-rays should not be left in full view of the public. 

Q: Will doctors' and physicians' offices be allowed to continue using sign-in sheets in waiting rooms?
A: The Privacy Rule did not intend to prohibit the use of sign-in sheets, but understands that the Privacy Rule is ambiguous about this common practice.  Therefore, there is proposed modifications to the rule to clarify that this and similar practices are permissible.

ORAL COMMUNICATIONS
Background
The Privacy Rule applies to patient health information in all forms, electronic, written, oral, and any other. Coverage of oral (spoken) information ensures that information retains protections when discussed or read aloud from a computer screen or a written document. If oral communications were not covered, any health information could be disclosed to any person, so long as the disclosure was spoken.

General Requirements
· Chiropractors must reasonably safeguard protected health information (PHI) - including oral information - from any intentional or unintentional use or disclosure that is in violation of the rule (see § 164.530(c)(2)). They must have in place appropriate administrative, technical, and physical safeguards to protect the privacy of PHI. "Reasonably safeguard" means that chiropractors must make reasonable efforts to prevent uses and disclosures not permitted by the rule. However, we do not expect reasonable safeguards to guarantee the privacy of PHI from any and all potential risks. In determining whether a chiropractor has provided reasonable safeguards, the Department will take into account all the circumstances, including the potential effects on patient care and the financial and administrative burden of any safeguards. 

· Kasperbauer Chiropractic makes it a practice to ensure reasonable safeguards for oral information - for instance, by speaking quietly when discussing a patient's condition with family members in a waiting room or other public area, and by avoiding using patients' names in public hallways and elevators. 

Frequently Asked Questions About Oral Communication

Q: If health care providers engage in confidential conversations with other providers or with patients, have they violated the rule if there is a possibility that they could be overheard?
A: The Privacy Rule is not intended to prohibit providers from talking to each other and to their patients. Provisions of this rule requiring the clinic to implement reasonable safeguards that reflect their particular circumstances and exempting treatment disclosures from certain requirements are intended to ensure that providers' primary consideration is the appropriate treatment of their patients. We also understand that overheard communications are unavoidable. The Privacy Rule is not intended to prevent appropriate behavior. We would consider the following practices to be permissible, if reasonable precautions were taken to minimize the chance of inadvertent disclosures to others who may be nearby (such as using lowered voices, talking apart):

· Health care staff may orally coordinate services at different stations in the office. 

· Physicians, nurses or other health care professionals may discuss a patient's condition over the phone with the patient, a provider, or a family member. 

· A health care professional may discuss test results with a patient or other provider in a joint treatment area. 

· Health care professionals may discuss a patient's condition during training rounds in an academic or training institution. 

Regulatory language has also been introduced to reinforce and clarify that these and similar oral communications (such as calling out patient names in a waiting room) are permissible.

Q: Does the Privacy Rule require chiropractic offices to be retrofitted, to provide private rooms, and soundproof walls to avoid any possibility that a conversation is overheard?
A: No, the Privacy Rule does not require these types of structural changes be made to facilities.

Chiropractic offices must have in place appropriate administrative, technical, and physical safeguards to protect the privacy of PHI. "Reasonable safeguards" mean that as health care providers we must make reasonable efforts to prevent uses and disclosures not permitted by the rule. The Department of Health and Human Services does not consider facility restructuring to be a requirement under this standard. In determining what is reasonable, the Department will take into account the concerns of our office regarding potential effects on patient care and financial burden.

For example, the Privacy Rule does not require the following types of structural or systems changes:

· Private rooms. 

· Soundproofing of rooms. 

· Encryption of wireless or other emergency medical radio communications which can be intercepted by scanners. 

· Encryption of telephone systems. 

Our office must provide reasonable safeguards to avoid prohibited disclosures. The rule does not require that all risk be eliminated to satisfy this standard. We are required to review our own practice and determine what steps are reasonable to safeguard their patient information.

Examples of the types of adjustments or modifications to facilities or systems that may constitute reasonable safeguards are:

· The clinic could add curtains or screens to areas where oral communications often occur between doctors and patients or among professionals treating the patient. 

· In an area where multiple patient-staff communications routinely occur, use of cubicles, dividers, shields, or similar barriers may constitute a reasonable safeguard. For example, as our clinic gets larger, the treatment area may reasonably use cubicles or shield-type dividers, rather than separate rooms. 

In assessing what is "reasonable," our office will also consider the viewpoint of prudent professionals.

BUSINESS ASSOCIATES
Background
By law, the Privacy Rule applies only to health plans, health care clearinghouses, and certain health care providers. In today's health care system, however, most health care providers and health plans do not carry out all of their health care activities and functions by themselves; they require assistance from a variety of contractors and other businesses. In allowing providers and plans to give protected health information (PHI) to these "business associates," the Privacy Rule conditions such disclosures on the provider or plan obtaining, typically by contract, satisfactory assurances that the business associate will use the information only for the purposes for which they were engaged by the clinic, will safeguard the information from misuse, and will help the our clinic comply with the practice duties to provide individuals with access to health information about them and a history of certain disclosures (e.g., if the business associate maintains the only copy of information, it must promise to cooperate with our chiropractic clinic to provide individuals access to information upon request). PHI may be disclosed to a business associate only to help the providers and plans carry out their health care functions - not for independent use by the business associate.

What is a "business associate”?
· A business associate is a person or entity who provides certain functions, activities, or services for or to our chiropractic clinic, involving the use and/or disclosure of PHI. 

· A business associate is not a member of the health care provider, health plan, or other covered entity's workforce. 

· A health care provider, health plan, or other covered entity can also be a business associate to another covered entity. 

· The rule includes exceptions. The business associate requirements do not apply to covered entities who disclose PHI to providers for treatment purposes - for example, information exchanges between a hospital or medical doctor and our chiropractic physicians.  

Q: Is it reasonable for our practice to be held liable for the privacy violations of business associates?
A: A health care provider, health plan, or other covered entity is not liable for privacy violations of a business associate. Our clinic is not required to actively monitor or oversee the means by which the business associate carries out safeguards or the extent to which the business associate abides by the requirements of the contract.

Moreover, a business associate's violation of the terms of the contract does not, in and of itself, constitute a violation of the rule by our practice. The contract must obligate the business associate to advise us when violations have occurred.

If our office becomes aware of a pattern or practice of the business associate that constitutes a material breach or violation of the business associate's obligations under its contract, we must take "reasonable steps" to cure the breach or to end the violation. Reasonable steps will vary with the circumstances and nature of the business relationship.

If such steps are not successful, our office must terminate the contract if feasible. The rule also provides for circumstances in which termination is not feasible, for example, where there are no other viable business alternatives for our clinic to take. In such circumstances where termination is not feasible, we must report the problem to the Department of Health and Human Services.

Only if our clinic fails to take the kinds of steps described above would it be considered to be out of compliance with the requirements of the rule.

PARENTS AND MINORS
General Requirements
The Privacy Rule provides individuals with certain rights with respect to their personal health information, including the right to obtain access to and to request amendment of health information about themselves. These rights rest with that individual, or with the "personal representative" of that individual. In general, a person's right to control protected health information (PHI) is based on that person's right (under state or other applicable law, e.g., tribal or military law) to control the health care itself.

Because a parent usually has authority to make health care decisions about his or her minor child, a parent is generally a "personal representative" of his or her minor child under the Privacy Rule and has the right to obtain access to health information about his or her minor child. This would also be true in the case of a guardian or other person acting in loco parentis of a minor.

There are exceptions in which a parent might not be the "personal representative" with respect to certain health information about a minor child. In the following situations, the Privacy Rule defers to determinations under other law that the parent does not control the minor's health care decisions and, thus, does not control the PHI related to that care.

· When state or other law does not require consent of a parent or other person before a minor can obtain a particular health care service, and the minor consents to the health care service, the parent is not the minor's personal representative under the Privacy Rule. The minor may choose to involve a parent in these health care decisions without giving up his or her right to control the related health information. Of course, the minor may always have the parent continue to be his or her personal representative even in these situations. 

· When a court determines or other law authorizes someone other than the parent to make treatment decisions for a minor, the parent is not the personal representative of the minor for the relevant services. For example, courts may grant authority to make health care decisions for the minor to an adult other than the parent, to the minor, or the court may make the decision(s) itself. In order to not undermine these court decisions, the parent is not the personal representative under the Privacy Rule in these circumstances. 

In the following situations, the Privacy Rule reflects current professional practice in determining that the parent is not the minor's personal representative with respect to the relevant PHI:

· When a parent agrees to a confidential relationship between the minor and the physician, the parent does not have access to the health information related to that conversation or relationship. For example, if a physician asks the parent of a 16-year old if the physician can talk with the child confidentially about a medical condition and the parent agrees, the parent would not control the PHI that was discussed during that confidential conference. 

· When a physician (or other covered entity) reasonably believes in his or her professional judgment that the child has been or may be subjected to abuse or neglect, or that treating the parent as the child's personal representative could endanger the child, the physician may choose not to treat the parent as the personal representative of the child. 

Relation to State Law
In addition to the provisions (described above) tying the right to control information to the right to control treatment, the Privacy Rule also states that it does not preempt state laws that specifically address disclosure of health information about a minor to a parent (§ 160.202). This is true whether the state law authorizes or prohibits such disclosure. Thus, if a physician believes that disclosure of information about a minor would endanger that minor, but a state law requires disclosure to a parent, the physician may comply with the state law without violating the Privacy Rule. Similarly, a provider may comply with a state law that requires disclosure to a parent and would not have to accommodate a request for confidential communications that would be contrary to state law.

Q: Does the Privacy Rule allow parents the right to see their children's medical records?
A: The Privacy Rule generally allows parents, as their minor children's personal representatives, to have access to information about the health and well-being of their children when state or other underlying law allows parents to make treatment decisions for the child. There are two exceptions: (1) when the parent agrees that the minor and the health care provider may have a confidential relationship, the provider is allowed to withhold information from the parent to the extent of that agreement; and (2) when the provider reasonably believes in his or her professional judgment that the child has been or may be subjected to abuse or neglect, or that treating the parent as the child's personal representative could endanger the child, the provider is permitted not to treat the parent as the child's personal representative with respect to health information.

Secretary Thompson has stated that he is reassessing these provisions of the regulation.

PAYMENT
General Requirements
As provided for by the Privacy Rule, this practice may use and disclose protected health information (PHI) for payment purposes. "Payment" is a defined term that encompasses the various activities of health care providers to obtain payment or be reimbursed for their services and for a health plan to obtain premiums, to fulfill their coverage responsibilities and provide benefits under the plan, and to obtain or provide reimbursement for the provision of health care.

In addition to the general definition, the Privacy Rule provides examples of common payment activities that include, but are not limited to:

· Determining eligibility or coverage under a plan and adjudicating claims; 

· Risk adjustments; 

· Billing and collection activities; 

· Reviewing health care services for medical necessity, coverage, justification of charges, and the like; 

· Utilization review activities; and 

· Disclosures to consumer reporting agencies (limited to specified identifying information about the individual, his or her payment history, and identifying information about the covered entity). 

Q: Does the rule prevent reporting to consumer credit reporting agencies or otherwise create any conflict with the Fair Credit Reporting Act (FCRA)?
A: No. The Privacy Rule's definition of "payment" includes disclosures to consumer reporting agencies. These disclosures, however, are limited to the following PHI about the individual: name and address; date of birth; social security number; payment history; account number. In addition, disclosure of the name and address of the health care provider or health plan making the report is allowed. The chiropractor may perform this payment activity directly or may carry out this function through a third party, such as a collection agency, under a business associate arrangement.

We are not aware of any conflict in the consumer credit reporting disclosures permitted by the Privacy Rule and FCRA. The Privacy Rule permits uses and disclosures by the covered entity or its business associate as may be required by FCRA or other law. Therefore, we do not believe there would be a conflict between the Privacy Rule and legal duties imposed on data furnishers by FCRA.

Q: Does the Privacy Rule prevent our office from using debt collection agencies? Does the rule conflict with the Fair Debt Collection Practices Act?
A: The Privacy Rule permits chiropractors to continue to use the services of debt collection agencies. Debt collection is recognized as a payment activity within the "payment" definition. Through a business associate arrangement, the chiropractor may engage a debt collection agency to perform this function on its behalf. Disclosures to collection agencies under a business associate agreement are governed by other provisions of the rule, including consent (where consent is required) and the minimum necessary requirements.

We are not aware of any conflict between the Privacy Rule and the Fair Debt Collection Practices Act. Where a use or disclosure of PHI is necessary for the practice to fulfill a legal duty, the Privacy Rule would permit such use or disclosure as required by law.

Q: Are location information services of collection agencies, which are required under the Fair Debt Collection Practices Act, permitted under the Privacy Rule?
A: "Payment" is broadly defined as activities by health plans or health care providers to obtain premiums or obtain or provide reimbursements for the provision of health care. The activities specified are by way of example and are not intended to be an exclusive listing. Billing, claims management, collection activities and related data processing are expressly included in the definition of "payment." Obtaining information about the location of the individual is a routine activity to facilitate the collection of amounts owed and the management of accounts receivable, and, therefore, would constitute a payment activity. The clinic and its business associate would also have to comply with any limitations placed on location information services by the Fair Debt Collection Practices Act.
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